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1.  INTRODUCTION 

1.1. PURPOSE 
In the robotics community a set of different frameworks and RCOS’ for robot software 
development have been released in the past decades. These software frameworks, such as ROS, 
Rock, GeNoM, etc. provide tools to support software development and also define a common 
component interface for the software created within that framework. This has a significant impact 
on robot programming: While the framework tools (e.g. visualization, logging and log replay, 
code template generation) increase the developer’s productivity, reusability of software is 
increased by the common component interface. For each of these frameworks, this leads to a 
situation where today’s roboticist can benefit from a rich collection of software components. While 
this statement is valid for the development of robotic applications under laboratory conditions, 
the existing Frameworks lack in support for application in industrial or in extreme environments. 
Robotic applications in extreme environments demand a certain level of quality and reliability on 
both, software and hardware of the robots (e.g. RAMS properties for space application). 
Additionally, current frameworks focus on the easy (but manual) integration of laboratory level 
algorithms, but largely lack in supporting development of a) high quality algorithmic 
implementations, b) verification and validation techniques, c) fail-safe robotic operation and real-
time support. A major shortcoming of the existing frameworks is that they have all focused on 
supporting humans to write code, and not to support computers to compose the software from 
formally verifiable and composable models of the robots, their capabilities and the desired tasks 
to be executed. 

This document will review the state of the art in robotics frameworks and robot control and 
operating systems (RCOS). Hereby a special emphasis is given on their suitability for autonomous 
robotic mission in space environments, thus technologies which are of particular interest for this 
domain (like real-time operating systems, verification techniques, or avionics communication 
protocols) will also be taken into account. 

The insights gained from this review will be used for the design of the RCOS developed within the 
ESROCOS activity. 

1.2. SCOPE 
This document is the main outcome of the WP 1100 of the ESROCOS activity “Technology 
Review”. This WP consists of a review of the state of the art of current robotics frameworks and 
its suitability to autonomous space robotics systems. It will also consider the entire closed-loop 
control system, consisting of the on-board and ground segment (ground control system). The 
review will include a model to evaluate the features of individual RCOS subjects, in order to show 
overlap/complementarity and its main benefits as well as drawbacks.  

The following environments and elements will be reviewed:  

 Robotics middleware’s: ROS, ROCK, OROCOS and GenoM. 

 Component assembling systems: TASTE, BIP and BRIDE. 

 Real Time Operating systems:  RTEMS, FreeRTOS and XENOMAI. 

 Compositional and algorithmic modelling techniques, with a focus on the kinematics and dynamics 
models and solvers, and their integration in motion control specification and execution. 

 Timed automata and related techniques for verification of robotics systems. 

 Avionics communication protocols and PUS services 

 Command sources such as Ground Control, Mission Timeline, fault management, On-board Software 
and On-Board Control Procedures (OBCPs). 
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1.3. CONTENTS 
This document is structured as follows: 

 Section 1. Introduction: presents the purpose, scope and structure of the document. 

 Section 2. Reference and Applicable Documents: lists other documents that complement or are 
needed to understand this document. 

 Section 3. Terms Definitions and Abbreviated Terms: defines terms and acronyms used in the 
document. 

 Section 4. Technology Review: contains a review of the technologies relevant for the ESROCOS 
project, organized in the following subsections: 

 Robotics middlewares and component assembling systems: overview of the functionalities to be 
analysed and principles of the review. Review of the existing Robot Control Operating Systems, 
with regard for their compliance to RAMS attributes, extendibility to support such attributes and 
finally for their applicability for space robot missions. 

 Techniques for verification of robotic systems: review of the formal verification of software, which 
plays a crucial role for their application in space. 

 Knowledge and algorithm modelling for robot software: review of the methods to guarantee code 
quality and verifiable functionality by formally modelling abstract functionalities and let the 
concrete functionality to be generated from the abstract models. 

 Real Time Operating Systems: review of the operating systems relevant to the purposes of 
ESROCOS according to their real-time properties, RAMS properties and licensing. 

 Time and Space Partitioning: review of the TSP technology that integrated distinct software 
modules of heterogeneous RAMS properties by dividing the execution platform into partitions that 
are separated from each other such that failures in one partition cannot have an effect on the 
others. 

 Avionics communication protocols and PUS services: review of the services within the Packet 
Utilization Standard, which defines the interfaces for ground monitoring and control of European 
spacecraft that are relevant for space robotics systems. 

 Techniques for Fault Detection, Isolation and Recovery (DLR): review of currently used and 
emerging techniques/approaches/concepts within this domain 

 Summary: Synthesizes the results of the Technology Review.  
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2.  REFERENCE AND APPLICABLE DOCUMENTS 

2.1. APPLICABLE DOCUMENTS 
The following is the set of documents that are applicable: 

Ref. Title Date 

[AD.1] European Robotics Forum, “The PERASPERA Roadmap” March 11th, 
2015 

[AD.2] PERASPERA consortium, “Master Plan of SRC activities”, PRSPOG1-R-ESA-T3 1-TN-
D3.4 

2015 

[AD.3] PERASPERA consortium, Compendium of SRC activities (for call 1)-v1.8.pdf, ”, 
PRSPOG1-R-ESA-T3 1-TN-D3.1 

2015 

[AD.4] Guidelines for strategic research cluster on space robotics technologies horizon 2020 
space call 2016 

October 
30th, 2015 

[AD.5] ESROCOS European Space Robotics Control and Operating System HORIZON 2020 
Proposal: PART B, issue 1.1 

July 21st, 
2016 

Table 2-1: Applicable documents 

2.2. REFERENCE DOCUMENTS 
The following is the set of documents referenced: 

Ref. Title 

[RD.1] Joaquin Miller, Jishnu Mukerj et al, “MDA Guide Version 1.0.1”, omg/2003-06-01 

[RD.2] TASTE Website: http://taste.tuxfamily.org/wiki/index.php?title=Main_Page  

[RD.3] ROS website: http://www.ros.org/  

[RD.4] Orocos website (KUL): http://www.orocos.org/  

[RD.5] Rock (Robot Construction Kit) website: http://rock-robotics.org/stable/  

[RD.6] Fleury, Sara, Herrb Matthieu, “GeNoM User’s Guide” , Dec. 2001 

[RD.7] CLARAty Robotics Software (NASA) website: 
https://claraty.jpl.nasa.gov/man/overview/index.php  

[RD.8] http://www.best-of-robotics.org/bride  

[RD.9] RTEMS: https://www.rtems.org/  

[RD.10] Xenomai web site: https://xenomai.org/  

[RD.11] De Laet, T., Bellens, S., Smits, R., Aertbelien, E., Bruyninckx, H. and De Schutter, J. Geometric 
Relations between Rigid Bodies (Part 1): Semantics for Standardization. IEEE Robotics and 
Automation Magazine, 20(1)L84-93, 2013. 

[RD.12] Azamat Shakhimardanov, Composable Robot Motion Stack. Implementing constrained hybrid 
dynamics using semantic models of kinematic chains, PhD thesis KU Leuven, 2015. 

[RD.13] Alan Burns and Robert I. Davis  “Mixed Criticality Systems - A Review”, Jan. 2016 

[RD.14] http://robotics.estec.esa.int/ASTRA/Astra2015/Presentations/Session%203B/RCOS_Visentin.pdf  

[RD.15] http://www.aadl.info/aadl/currentsite/  

[RD.16] http://www.orocos.org/wiki/geometric-relations-semantics-wiki  

[RD.17] Integrated Modular Avionics: SAVOIR-IMA status and progress M. Hiller / M. Hernek European 
Space Agency ESTEC ADCSS, Oct. 22nd, 2013 

[RD.18] AIR – ARINC 653 Interface in RTEMS 
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Ref. Title 

[RD.19] Anandu Basu, Saddek Bensalem, Marius Bozga, Jacques Combaz, Mohamad Jaber, Thanh-Hung 
Nguyen, and Joseph Sifakis “Rigorous Component-Based System Design Using the BIP 
Framework”. IEEE Software,  Vol. 28, No. 3 May/June 2011 

[RD.20] http://www.orocos.org/kdl Orocos Kinematics and Dynamics 

[RD.21] M. Merri, B. Melton, S. Valera, A. Parkes “The ECSS packet utilisation standard and its support 
tool” 

[RD.22] Ground systems and operations — Telemetry and telecommand packet utilization (PUS) Services 
ECSS-E-70-41A, Jan. 30th, 2003 

[RD.23] Ana-Isabel Rodríguez, Francisco Ferrero, Elena Alaña, Andreas Jung, Marco Panunzio, Tullio 
Vardanega, Adrian Grenham “The component layer of CoRdeT on-board software architecture”  

[RD.24] Frank Kirchner, Jakob Schwendner, Peter Kampmann and Thomas M. Roehr DRock - Model Based 
Robot Software Development. 

[RD.25] Pragmadev Tracer tool: http://www.pragmadev.com/product/tracing.html. 

[RD.26] ROS 2.0: http://design.ros2.org  

[RD.27] Unified Robot Description Format (URDF): http://wiki.ros.org/urdf 

[RD.28] SRDF (Semantic Robot Description Format): http://wiki.ros.org/srdf 

[RD.29] COLLADA 3D Asset Exchange Schema: https://www.khronos.org/collada/ 

[RD.30] SDF: http://sdformat.org/ 

[RD.31] Modelica: https://modelica.org/ 

[RD.32] Sargon: http://www.sargon-project.eu/ 

[RD.33] Vericocos: http://vericocos.gmv.com/ 

[RD.34] The FreeRTOS™ Reference Manual. Real Time Engineers Ltd. 2016. URL: http://www.freertos.org  

[RD.35] Xenomai 3.0.3. URL: https://xenomai.org  

[RD.36] Wind River Linux USER'S GUIDE 5.0.1. Wind River Systems, Inc. 2014. URL: 
https://knowledge.windriver.com/en-us  

[RD.37] Real-Time Linux Wiki.  accessed: 12th December 2016. URL: https://rt.wiki.kernel.org  

[RD.38] PikeOS. Accessed: 10th December 2016. URL: https://www.sysgo.com/products/pikeos-
hypervisor/  

[RD.39] QNX. Documentation. QNX Software Systems Limited.  URL: 
http://www.qnx.com/developers/docs/index.html  

[RD.40] RTEMS C User’s Guide. Edition 4.10.99.0, for RTEMS 4.10.99.0. On-Line Applications Research 
Corporation (OAR). 17 July 2015. 

[RD.41] VxWorks APPLICATION PROGRAMMER’S GUIDE® 6.7. Wind River Systems, Inc. Edition 1. 2008   

[RD.42] F. Nicodemos, O. Saotome and G. Lima, "RTEMS Core Analysis for Space Applications," 2013 III 
Brazilian Symposium on Computing Systems Engineering, Niteroi, 2013, pp. 125-130. 
doi: 10.1109/SBESC.2013.22 

[RD.43] Z. Zhou, Y. Zhou, M. Cai and L. Sun, "A Workload Model Based Approach to Evaluate the 
Robustness of Real-time Operating System," 2013 IEEE 10th International Conference on High 
Performance Computing and Communications & 2013 IEEE International Conference on 
Embedded and Ubiquitous Computing, Zhangjiajie, 2013, pp. 2027-2033. 

[RD.44] F. SalarKaleji and A. Dayyani, "A survey on Fault Detection, Isolation and Recovery (FDIR) 
module in satellite onboard software," 2013 6th International Conference on Recent Advances in 
Space Technologies (RAST), Istanbul, 2013, pp. 545-548. 

[RD.45] X. Olive, "FDI(R) for satellite at Thales Alenia Space how to deal with high availability and 
robustness in space domain?," 2010 Conference on Control and Fault-Tolerant Systems (SysTol), 
Nice, 2010, pp. 837-842. 

[RD.46] Wander, A., and R. Förstner. Innovative fault detection, isolation and recovery strategies on-
board spacecraft: State of the art and research challenges. Deutsche Gesellschaft für Luft-und 
Raumfahrt-Lilienthal-Oberth eV, 2013 
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Ref. Title 

[RD.47] Walter, Chris J., and Neeraj Suri. "The customizable fault/error model for dependable distributed 
systems." Theoretical Computer Science 290.2 (2003): 1223-1251 

[RD.48] Benedettini, O., Baines, T., Lightfoot, H., Greenough, R.: State-of-the-art in integrated 
vehicle health management. Proceedings of the Institution of Mechanical Engineers, 
Part G: Journal of Aerospace Engineering 223(2), 157{170 (2009). 

[RD.49] D. Needham and S. Jones, "A Software Fault Tree Metric," 2006 22nd IEEE International 
Conference on Software Maintenance, Philadelphia, PA, 2006, pp. 401-410 

[RD.50] NAGESWARA RAO, S. V., and N. Viswanadham. "Fault diagnosis in dynamical systems: A graph 
theoretic approach." International journal of systems science 18.4 (1987): 687-695. 

[RD.51] S. Jaekel and B. Scholz, "Utilizing Artificial Intelligence to achieve a robust architecture for future 
robotic spacecraft," 2015 IEEE Aerospace Conference, Big Sky, MT, 2015, pp. 1-14. 

[RD.52] Kurtoglu, Tolga, and Irem Y. Tumer. "A graph-based fault identification and propagation 
framework for functional design of complex systems." Journal of Mechanical Design 130.5 (2008): 
051401 

[RD.53] de Kleer, Johan, and James Kurien. "Fundamentals of model-based diagnosis." Proc. 5th IFAC 
Symposium on Fault Detection, Supervision, and Safety of Technical Processes (Safeprocess). 
2004 

  

  

  

Table 2-2: Reference documents 
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3.  TERMS DEFINITIONS AND ABBREVIATED TERMS 

3.1. DEFINITIONS 
Concepts and terms used in this document and needing a definition are included in the following 
table: 

Table 3-1: Definitions 

Concept / Term Definition 

  

3.2. ACRONYMS 
Acronyms used in this document and needing a definition are included in the following table: 

Table 3-2: Acronyms 

Acronym Definition 

ANN   Artificial Neural Network 

EDAC   Detection and Correction   

ESROCOS  European Space Robotics Control and Operating System 

FDIR Fault  Fault Detection, Isolation and Recovery 

FMECA   Effects and Criticality Analysis  

FPG   Fault Propagation Graphs  

FPGA   Field Programmable Gate Array   

FTA  Fault Tree Analysis  

IMA   Integrated Modular Avionics  

IMFS  In Memory File System 

ITAR   International Traffic in Arms Regulations  

IVHM  Integrated Vehicle Health Management  

MBD   Model-based Diagnosis  

MCS  Mixed Criticality Systems 

MDA  Model Driven Architecture 

OBC  On-board Computer 

OBCP   On-Board Control Procedures  

OS   Operating System  

PMK   Partition Management Kernel 

PSM  Platform-specific model 

PUS  Packed utilization standard 

RAMS  Reliability, Availability, Maintainability and Safety 

RCOS  Robot Control Operating System 

RTEMS  Real-Time Operating System for Multiprocessor Systems   

RTOS   Real-Time Operating System  
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Acronym Definition 

SOM  Self-Organizing Maps  

TMR   Triple Modular Redundancy  

TRL  Technology Readiness Level 

TSP  Time/Space Partitioning 

WCET  Worst-Case-Execution Time  
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4.  TECHNOLOGY REVIEW 

4.1. ROBOTICS MIDDLEWARES AND COMPONENT ASSEMBLING 
SYSTEMS 

Within the last decade, the robotic community developed a set of different frameworks (e.g. 
Orocos [RD.4], GeNoM [RD.6], ROS [RD.26], Rock [RD.5] and CLARAty [RD.7]). Unfortunately, 
each of them has its pros and cons, and none is currently considered fully valid as is, for the 
development of robotic applications in space. The main problems for these frameworks come from 
1) lack of RAMS attributes, 2) obsolescence, 3) limited support to the model-driven approach, and 
4) too much emphasis on one particular problem domain and even use case which hinders 
integration and reuse within systems with broader scope and requirements. 

These robotics frameworks provide tooling, drivers and modules to support the generation of 
software for a wide variety of robots. While ROS started out to be mainly for indoor service 
robotics, it has extended to other application areas recently and it is becoming a de facto 
standard within the robotics terrestrial scientific community (but not really suitable for space 
application due to missing inherent RAMS properties). Subsequent, a few points, regarding 
paradigm differences among the aforementioned robotics frameworks, shall be mentioned: 

 ROS uses a topic-based communication model; GenoM exports data using public structures, CLARAty 
uses I2C and socket channels, while Orocos/Rock is connection-based. The topic/data-based 
communication is possibly simpler to use in some applications, as it requires less management 
overhead, it also makes it harder to control the flow of information in the system. 

 ROS/CLARAty does not require a formal model, while GenoM/Orocos/Rock modules are defined using 
an abstract module description. Having a formal description of the module, allows higher-level runtime 
tools to manage state and connection. 

 Real-time applications can easily be implemented in Rock, since it is directly based on the Orocos RTT. 
ROS/GenoM also provides support for Orocos in real-time domains, but requires special interfacing. 

 GenoM/Rock has the policy to split between libraries and modules, so that the communication layer 
and the functionality are separated. In this way, Rock integrates nice with various other systems. This 
is also the case for bigger libraries in ROS, like PCL and OpenCV, but does not seem to be a general 
policy. 

 Rock can use normal C++ classes (with restrictions) as interface types, GenoM is more oriented to C 
structures (but also supporting C++ classes), while ROS requires a special compiler for the interface 
types. This makes separation of functionality and communication easier, as most of the libraries data 
types can be directly used for module communication.  

 Rock has native support for flexible module deployments. There is full control over how modules get 
split up into processes, to avoid process boundaries for high interacting modules. This is also possible 
in ROS with the help of Nodelets, but not as transparent.  

 ROS has been around longer than Rock (but was predated by Orocos), has a larger library of modules 
and is more mature in its tooling. GenoM has a reduced robotics community, mainly centred at LAAS 
Research Centre and the amount of documentation and tooling is less compared with other 
frameworks (similar for CLARAty). 

Table 4-2 gives a first qualitative comparison among the main RCOS presented here: 

Table 4-1: Comparison among RCOS. 

Framework Feature ROS ROCK OROCOS GENOM CLARATY 

Scaling Up/Down + ++ ++ - + 

Amount of Libraries/Stacks +++ + - - - 

Framework Independence - ++ - - - 

Hard Real-time / Fault Tolerance - ++ ++ + ++ 

Framework Tooling +++ + - - - 

Supported OS ++ + + + + 
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Framework Feature ROS ROCK OROCOS GENOM CLARATY 

Documentation/Tutorials ++ + - - - 

Community Size +++ + + - - 

Model-driven Support (Formal Model) - ++ + ++  

On top of the described robotics frameworks, robotics engineers always need some model-driven 
robotics support, in order to design the mechanical interaction between components. Hereafter, a 
short review of robot modelling tools, as the basics pillars to design a robotics system, is 
presented: 

Table 4-2: Comparison among robotics modelling tools. 

Domain Tools Comments 

Computer 
Aided 
Engineering 

CATIA 
(Dassault) 
PLM SIEMENS 

These two mega products are the proprietary results of two decades of 
consolidation in the domain of commercial CAE tools. Now, focusing on more 
complex mechanical structures, including robots.  

Robot 
manufacturer 
tools 

RobotStudio 
(ABB), KUKA 
Sim (KUKA) 

These proprietary tools have very advanced features for the modelling and 
real-time control of robots, taking into account all mechanical dynamic 
effects. They support only the robots from the respective manufacturers. 

Proprietary 
real-time 
control tools 

SimMechanics 
LabView 
dSPACE 

These tools offer modelling and real-time software generation for all sorts of 
engineering systems, and are all moving fast in their support for robotics 
systems. 

Open source 
real-time 
control tools 

Modelica 
OpenModelica 
Scilab 

These initiatives have similar goals and approaches as their proprietary 
counterparts, but release their code under open source licences. Their 
feature set is more limited. [RD.31] 

Computer 
animation 

COLLADA XML open standard format was created under the impulse of Sony. It is now 
widely adopted for computer animation games, by all vendors, who have 
their own proprietary implementations. [RD.29] 

Biomechanics 
models 

OpenSim More suitable for complex biomechanical systems. OpenSim (open-source) 
does not provide code or tools to generate motion control applications. 

Open-source 
robotics 
models 

URDF/SRDF URDF (Unified Robot Description Format) [RD.27] from ROS (with extension 
SRDF [RD.28], Semantic Robot Description Format), and SDF (Simulation 
Description Format) [RD.30] from the Gazebo robot simulation tool. URDF is 
by far the most popular file format. It is however not a formal model with 
verifiable semantics. It is also not designed to be composed together with 
other modelling languages that describe complementary aspects of a robotic 
system, such as actuator dynamics or control algorithms. 

Open-source 
kinematics 
and dynamics 
libraries 

KDL 
WBC 
ControllIt 
StackOfTasks 

These software libraries do not have formal models with sufficiently rich 
semantics to be formally verifiable, or to generate code of. They all are 
using C++, with non ESA-compliant usage of templates and dynamic 
memory allocation. Because of the selection by ROS, KDL has become the 
most popular library. StackOfTasks and WBC can offer richer dynamics 
solvers, because they integrate the robot kinematics with the motion task 
requirements. 

Meta meta 
models for 
geometric and 
kinematic 
semantics 

DeLaer2013 
Shakhimardan
ow2015 

De Laet [RD.11] presents an ontology for all geometric properties and 
relationships of 3D frames and their time derivatives. Shakhimardanov 
[RD.12] extends this to a formal ontology of kinematic chains. They provide 
formal models with explicit and formally represented semantic relationships, 
strong enough for formal verification. They are not adopted at all in the 
robotics community, probably because they still lack software tools to make 
their usage straightforward and automatic. 

Except for the last category, none of the others satisfy the requirements for formal verification 
and real-time deployment, put forward in the PERASPERA OG1 Guidelines. In addition, the 
approach towards modelling is what one could call “by inheritance”: every new feature that is 
added is added somewhere inside the already existing "model tree". This is the easiest approach 
for the model developers, but has very negative effects: (a) the formats become so huge that 
only one implementation can be maintained, leading to monopolies (also in the open source 
versions); (b) adding extra features becomes more and more impossible and (c) the 
programming APIs explode, because for every possible combination of primitives and functional 
operations, a new set of method calls must be defined and implemented.  
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The last category above follows the semantically more scalable and verifiable approach of 
modelling “by composition”: every new feature does not lead to the enlargement of the already 
existing formal model, but to a new small model (representing all the semantics of the new 
feature) together with links towards the semantic primitives and relationships that are already 
defined in the other (small) models. It has to be mentioned, that the verifiability and applicability 
of this approach is our research hypothesis. 
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4.2. TECHNIQUES FOR VERIFICATION OF ROBOTIC SYSTEMS 

4.2.1. OVERVIEW OF THE TASTE FRAMEWORK  
The ASSERT Set of Tools for Engineering (TASTE) represent an open source framework that 
allows the development of embedded, real-time systems. TASTE relies on key technologies such 
as standardized modelling languages (e.g., ASN.1 and AADL), code generators and real-time 
systems that allow generating the suitable skeletons and the production of the system 
executable. The designers implement their embedded systems using a set of views, abstracting 
the user from the implementation details of the underlying platform (e.g., operating system, 
drivers) and guaranteeing the fulfilment of real-time properties. So that, the real-time execution 
behaviour of the systems developed are correct-by-construction. 

  

Figure 4-1: TASTE interface view (left) and deployment view (right). 

4.2.2. TASTE SUPPORT TO RAMS PROPERTIES 
Within the space context all missions “must” be successful due to its one-single-shot nature. 
Testing such software in its operational environment (e.g. a spacecraft or a space rover in 
realistic environment) is problematic. This activity is limited by the capacity to reproduce test 
execution, the control of the test conditions (e.g. physical parameters) and the application of 
strict product assurance standards for developments within the space context. 

Thus, there is a real need of securing all possible hazards by means of redundancies and robust 
safe modes. The software development process must minimize the risk to activate a software 
design error and prevent any software failure by applying different measurements: 

 All behaviour is tested with full coverage of source code and traceability against requirements. 

 Inexistence of dead code and dynamic memory allocation. 

 Deterministic and predictable real-time behaviour. 
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Therefore, there is a real need of applying exigent RAMS attributes to the SW development 
process: 

 Reliability: When the software works, it works well (ECSS-Q-ST-30) 

 Availability: The software always replies to requests, even if it is failing. 

 Maintainability: The software can be modified at reasonable effort. 

 Safety: A software error is not going to damage any asset, including humans (ECSS-Q-ST-40). 

In order to satisfy such RAMS requirements, typically the space software validation process 
include expensive test campaigns to cover all system requirements (functional coverage), the 
source code (structural coverage) and real-time behaviour. The TASTE framework already 
provides a good and extendable basis (see Figure 4-2) allowing to improve the verification and 
validation process by: 

 Replacing the huge amount of needed testing by verification at design level (schedulability analysis 
and correct-by-construction techniques, like source-code generation of formally verified models). 

 Separating the concerns in the architecture (real-time, communication, hardware access, etc.), as the 
test of each concern is easier. 

 Providing full visibility and understanding of the code (no dead code, no malloc). 

 

Figure 4-2: Support of TASTE to RAMS attributes (Credits: ESA). 

4.2.3. COMPARISON BETWEEN RCOS TARGET AND TASTE ARCHITECTURE 
TASTE is being developed by the European Space Agency together with a set of partners from the 
European space industry and academics. Initially, TASTE was designed to develop critical 
embedded applications for space systems. For example, it was evaluated for the development of 
the on-board software in the ESA COrDeT studies [RD.23]. But, apart from space application 
systems, TASTE might be used to develop other types of applications in the space domain or even 
in other domains. Figure 4-3 shows both, the schematic architecture of an RCOS Target, as it is 
envisioned as the result of ESROCOS, fitted with a robot control application and the TASTE 
architecture. 
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Figure 4-3: Comparison between the RCOS Target and TASTE architectures. 

It is important to carry out a profound assessment of each architectural layer, to verify which 
features are provided by TASTE and which ones should be added. For example, TASTE already 
provides a set of bus drivers (e.g., Spacewire, serial, 1553) but it is missing support for the CAN 
bus or EtherCAT. In order to be able to develop any robotic application, it is necessary to list all 
potential bus drivers that might be used and guarantee that the TASTE framework implements 
them. Going up the robotics application stack, TASTE currently has no support to model, compose 
and deploy robot motion control capabilities or sensor-based tasks that are built with these robot 
capabilities.  

Improving TASTE has been the main goal of several ESA projects, some of them have already 
finished, like VERICOCOS [RD.33], and some of them ongoing, like SARGON [RD.32]. In 
particular SARGON has a similar set of objectives w.r.t. ESROCOS; and its outcome will be of 
particular interest for ESROCOS. 

4.2.4. COMPARISON BETWEEN RCOS RDEV ENVIRONMENT AND ESROCOS 
TOOLS 

Apart from the RCOS target, a RCOS development and validation (RDEV) environment must be 
defined. For the case of TASTE, this RDEV environment could be composed by a set of tools 
integrated in the TASTE environment to fulfil the list of PERASPERA OG1 requirements (see 
[AD.3] and [AD.2]). 

Table 4-3 lists the RDEV features together with a preliminary analysis of the tools already 
integrated in TASTE framework that addresses them. It is important to bear in mind that it might 
be required to extend TASTE itselfto add new external tools that complement the capabilities of 
the existing ones. 

Table 4-3: RDEV features supported by the ESROCOS approach. 

Feature ESROCOS tools 

Develop robot control applications 
within the RCOS target. 

 Graphical design of robot applications: GUI editors to design 
the robot application (Interface and Deployment Views); 
OpenGeode for behavioural modelling. 

 Transformation/Generation tools: PolyORB-HI, Ocarina, ASN.1 
tools, etc. 

Test robot control applications within 
the RCOS target. 

 Model analysis tools: BIP, CHEDDAR, MAST, Marzhin. 

 Debugging and testing (e.g., regression tests): Python scripts, 
MSC. 

 Performance analysis: gprof tool. 

 Code coverage analysis: XCOV. 
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Feature ESROCOS tools 

Maintain the robot control applications 
within the RCOS target. 

 Tools for SW development and testing can be also used during 
the maintenance phase. 

Validate the robot control applications 
within the RCOS target by 
characterising its Reliability, Availability 
and Safety. 

 Verification of design (BIP D-Finder tool). 

 Correct-by-construction: No dead code, no dynamic memory 
allocation, etc. 

 

4.2.5. CORRECT-BY-CONSTRUCTION TECHNIQUES  
One of the strategic goals of OG1 is to identify robot controller software (RCS) with integrated 
support of reliability, availability, maintainability and safety (RAMS) attributes. Making use of the 
TASTE-provided correct-by-construction techniques, and extending these techniques by means of 
the BIP (Behaviour, Interaction, Priority) [RD.19] framework (to deal with the discrete behaviour 
of robot applications) and a sensori-motor control stack (to deal with the continuous time and 
space behaviour of robot applications) seems to be a practicable approach. For example through 
the introduction of an interface between the TASTE framework, for global system design, and the 
BIP framework, for the design refinement towards much more elaborate real-time workload 
sequences and resource management policies that can be automatically verified in practice. 

We propose to combine the intuitive design and automatic code generation of TASTE with the 
automated construction and analysis of the corresponding timing models in BIP. This can lead to 
a much wider applicability and more direct usability of existing formal timing verification theories 
to practical systems, in particular for application domains such as space and/or robotics. The 
latter can in turn result in significant reduction of the amount of the design efforts needed to 
ensure system schedulability and the RAMS properties that depend on it. Similar efforts could be 
spent on creating RAMS-compliant models, code and tooling to support (simple) motion control 
tasks, for all types of kinematic robot families relevant for space. 

The main RAMS requirements, that we aim to address in the project by correct-by-construction 
techniques, are focused on timing and safety properties: 

1. Safety properties, e.g. absence of deadlocks, in concurrent software behaviours. 

2. Consistency of timing constraints on concurrent software actions. 

3. Schedulability of all possible model behaviours. 

4. Offline guaranteed memory usage by the robot motion control software. 

TASTE allows supporting RAMS attributes by implementing a model-driven approach for ensuring 
safety properties on the one hand and integrating schedulability analysis tools for ensuring the 
timing properties on the other hand. The safety consideration is necessary for space-quality of the 
software and is ensured by software property checks and AADL model–based code generation 
process. The timing consideration is ensured by AADL-compatible schedulability analyzers, such 
as Cheddar, integrated via Concurrency View. This aspect matches well the robotics software, 
where the software components interact with the environment and therefore have to satisfy 
constraints in timing. However, TASTE follows the traditional approach of separation between 
schedulability/timing on one hand and functional safety properties on the other hand, by verifying 
and analysing them separately. For robotics software this separation makes it hard to ensure the 
above RAMS properties. 

The previous experience of UGA and GMV partners on space robotics modelling and verification 
shows that the above two aspects cannot be separated without essential loss of accuracy. To 
ensure RAMS properties, the concurrent behaviour of robotic software is translated into an 
automata-based language (BIP) that should have additional physical timing constraints. Such 
models are suitable for defining the complex sequences of concurrent actions with physical-time 
stamps as seen in robotics software. The set of such sequences represents a “timed language” 
defined by timed automata. Therefore, the BIP framework contains an extension to timed 
automata, a well-known formal model for timed systems. However, on top conventional timed-
automata, three essential aspects are present in BIP for the support of concurrent software 
systems. A BIP timed automaton supports (1) component-based design (i.e. incremental 
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construction of a network of components); (2) urgencies; (3) tasks (i.e. asynchronous actions 
that execute software procedures). Feature (1) facilitates design and validation of complex 
software systems in incremental way and thread-level parallelism on multi-cores. Feature (2) is 
required to model common concurrent-software synchronization patterns. Feature (3) represents 
compute-intensive parts of the software with non-negligible WCET and processor utilisation, 
modelled as real-time scheduled tasks. 

Other real-time scheduling research works have reached the same conclusions independently. 
Firstly, the need to generalize the conventional sporadic/periodic task workload models and their 
schedulability analyses – as those assumed in TASTE Concurrency View – to more general 
models, referred to as task graphs, has been identified. In task graphs, the task releases can 
have precedence constraints (“data dependencies”) and/or can show certain task-release 
patterns, such as recurring-branching models, multi-frame models, etc. Subsequently, this 
research direction has reached a conclusion that the most expressive variants of these models are 
timed automata with urgencies and tasks. Also, potential applications in robotics domain have 
been independently identified in this research direction.  

Figure 4-7 presents the current Taste2Bip tool-flow developed in ESA-funded project MoSaTT-CMP 
(Model-based Schedulability Analysis Techniques and Tools for Cached and Multicore Processors, 
2014-2016), which we plan to adapt and reuse. Whereas in the previous project the goal was to 
demonstrate deployment on multi-core architectures, in ESROCOS the tool can be reused and 
adapted to demonstrate its applicability to model and validate robotics SW. 

 

Figure 4-4: Taste2Bip prototype tool-flow. 

Taste2BIP represents a design flow for scheduling and implementation of timing-critical 
applications on multi-cores. The input language of the flow is TASTE-IV (Interface View), which is 
used to specify real-time systems workload. The tasks can communicate via protected shared 
objects, called data channels. MoSaTT introduced support of precedence constraints, which can be 
seen as the first step in the direction of more general and flexible programming of automata-
based task-release pattern models which could be introduced into Concurrency View of TASTE. 

The prototype flow consists of two branches. The left branch is for the application functionality 
and is compulsory. For functional validation at the lab quality verification stage this branch is 
sufficient. This branch starts by translation of TASTE-IV functional blocks to BIP for the 
application software. The right branch is for scheduler and is optional. It is required at later 
verification stages. It generates a task-graph model that includes the precedence, multi-core and 
mixed-criticality constraints. Fort the given task graph, the schedule optimizer generates the 
scheduling tables with priority or time-triggering parameters for an online scheduling policy 
model. Similarly to the application mode, also the latter is instantiated as a BIP model. Finally, 
the scheduling policy and the application BIP models are ‘plugged’ together using the incremental 
component-based design features of BIP. The joint application/scheduling model can be 
simulated, validated and revised by the designer. Finally, the BIP compiler translates the 
application and (optionally) the scheduler connected to the application into an imperative 
language (currently it is C++) and the target-platform compiler generates a binary executable. 
The executable is linked to BIP RTE library, which ensures the execution of BIP elements 
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according to the semantics of the language, in one of the two modes: deployment and simulation. 
Note that BIP RTE requires only very basic (POSIX) thread functionality, as the main scheduling 
work is done by the BIP program and BIP RTE itself inside the threads. Thus the BIP framework 
puts only minimal requirements on the underlying OS. 

 

 

An example translation of TASTE functional code to BIP is given in Figure 4-5 based on the 
“Square” process example. A task in TASTE consists of an initialisation subroutine and a job 
execution subroutine. The job execution subroutine can have protected interfaces to read and 
write data from shared objects. The presented task example reads input data, computes its 
square and writes the output data. The equivalent BIP component that is derived from the task 
automatically is an automaton with multiple states (ellipses) with transitions (arrows) between 
them. The transition into the initial state models the initialization subroutine. The following 
transitions implement internal computations and communication with other components via ports. 
The “Start” and “End” ports are specially introduced for interfacing with the scheduling-policy 
components. 

4.2.6. MODEL-BASED ENGINEERING OF EMBEDDED REAL-TIME SYSTEMS  
The “Architecture Analysis and Design Language” (AADL) is both a textual and graphical 
language for model-based engineering of embedded real-time systems. AADL is used to design 
and analyse software and hardware architectures of embedded real-time systems.  

AADL allows describing both, software and hardware parts of a system. It focuses on the 
definition of clear block interfaces, and separates the implementations from these interfaces. 
From the separate description of these blocks, one can build an assembly of blocks that represent 
the full system. To take into account the multiple ways to connect components, the AADL defines 
different connection patterns: subcomponent, connection, and binding.  

An AADL model can incorporate non-architectural elements: non-functional properties (execution 
time, memory footprint, etc.), behavioural or fault descriptions. Hence it is possible to use AADL 
as a backbone to describe all the aspects of a system. Elements are:  

 Component-oriented. Each component category describes well-identified elements of the actual 
architecture, using the same vocabulary of system or software engineering. The AADL standard 

 

Figure 4-5: Task “SQ” (square) in TASTE and BIP: TASTE 
functional code (left) and BIP representation (right). 

 struct SQ_Initialize() {

SQ_index = 0;

SQ_length = 200;

}

void SQ_PeriodicJob() {

float x,y,Z;

if ( SQ_index  <  SQ_length ) {

XIF_Read(&x, &x_valid);

if (x_valid) { 

y  = x * x;

YIF_Write(&y);

}

}

SQ_index = SQ_index + 1;

}

 

init

Finish

Start

 y := x*x

[¬Ifc]

[Ifc]

XIF_Read_Req(RIN,VIN)

XIF_Read_Ack

YIF_Write_Ack

End

Start

End

XIF_Read_Req(RIN,VIN)

XIF_Read_Ack

YIF_Write_Req(WIN)

YIF_Write_Ack

YIF_Write_Req(WIN)

TaskSQ()
internal variables : index, len, x, y
RIN,  WIN : reference (pointer) to the data 
read and written 
VIN : data validity flag

 x := *RIN

*WIN := y

Ifc := index < len

[VIN][¬VIN]

index := 0 
Len := 200

Index := index+1
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defines software components (data, thread, thread group, subprogram, and process) and execution 
platform components (memory, bus, processor, device, virtual processor and virtual bus) and hybrid 
components (system) or imprecise (abstract).  

 Need of a top-most level system. Such level will contain certain kind of components (processor, 
process, bus, device, abstract and memory). The architecture in itself is the instantiation of this 
system, which is called the root system. The AADL defines the notion of properties. They model non-
functional properties that can be attached to model elements (components, connections, features, 
instances, etc.). Properties are typed attributes that specify constraints or characteristics that apply to 
the elements of the architecture such as clock frequency of a processor, execution time of a thread, 
bandwidth of a bus.  

 Complete architecture. It is made of components, connections and a configuration composing a set 
of information that can be later leveraged for system analysis. 

Figure 4-6 illustrates a complete space system, used as a demonstrator during the ASSERT 
project [RD.2]. It illustrates how software and hardware concerns can be separately developed 
and then combined in a complete model. 

 

Figure 4-6: Overview of AADL, from the ASSERT project. 

The AADL initial requirement document mentions analysis as the key objective. AADL is backed 
with a large set of analysis tools, covering many different domains: scheduling, dependability 
assessment, behavioural analysis, each of which is mapped to formal methods and has associated 
model checkers and code generation tools. In the latter category, the Ocarina code generator has 
been developed as part of ASSERT since 2004, first by Telecom ParisTech, then by ISAE since 
2009. This tool is used in TASTE, targeting regular real-time operating systems (at TRL 5/6), and 
with prototype support for IMA for the avionic domain (VxWorks 653). Support for IMA is at a low 
TRL level that does not allow for deployment in an operational project.  

As part of the ESROCOS project, extension of the support to the time and space partitioning 
kernel approach could be conducted. Activities on this domain could focus on extending the AADL 
deployment capabilities to include the AIR hypervisor target and to prepare material for a 
qualification of the code generator for space applications. Such work would increase the TRL 
toolchain of both Ocarina and TASTE to levels appealing for the space industry. 
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4.3. KNOWLEDGE AND ALGORITHM MODELLING FOR ROBOT 
SOFTWARE 

4.3.1. KINEMATICS AND DYNAMICS MODELS 
The following four modelling languages have been developed in the context of robotics (and, in 
the case of Collada, in the context of computer animation): 

 URDF (http://wiki.ros.org/urdf) 

 SRDF (http://wiki.ros.org/srdf) 

 Collada (https://www.khronos.org/collada/) 

 SDF (http://sdformat.org/) 

As it is the case with the other mentioned modelling languages (UML2, AADL), each of these 
efforts was "closing the world" around its own particular use case, resulting in one big modelling 
language that supports the needs for that use case, but gives a lot of difficulties to compose 
modelling languages together for other use cases. This problem becomes already very apparent 
when just looking at the list of "features" that are supported: there is a complete overlap (for 
example, kinematic chains) but no interoperability and, worse, semantic inconsistencies, 
internally in each format, as well as between formats. Of all four languages, Collada has been 
designed most professionally, in the sense that (i) it has structured itself in a set of sub-
languages that are only loosely coupled, (ii) it allows to represent all (lumped parameter) 
kinematic chain, including ones with closed kinematic loops, and (iii) it has an explicit concept of 
"kinematic families", which allows one more level of modelling abstraction, which helps a lot with 
reasoning on models for the sake of verification of semantic correctness. None of the modelling 
languages has any support for verification of semantic meaningfulness of a model; only the 
syntactic well-formedness is checked, and then only inside parser implementations, and not in the 
form of formal model checkers. 

In the broader world of the ESROCOS ambitions, all of these models only support geometric 
simulation of robots; there is a complete lack of interest in compose the models together with, for 
example, motion controllers, sensor based perception, compile-time or runtime memory 
allocation and management, adding motion constraints such as joint limits or actuator saturation, 
energy consumption management, etc. 

In the more detailed context of semantic meaning of URDF, SRDF, Collada or SDF models, they 
all miss verifiability of the mathematical and numerical representation of frames and their time 
derivatives. This modelling is covered by the "Geometric Semantics" language [RD.16]. This 
modelling language is currently not integrated in any robotic toolchain, most probably for 
pragmatic reasons: because of the "closed world" context of each of the mentioned languages, it 
is sufficient to use only one of the many representations, and then not even mention it explicitly. 
The work flow around these languages depends on human developers looking into the software 
code to find out about representations; this is obviously a practice that does not scale, and that 
has proven, time and again, to lead to lots of subtle and less subtle bugs. 

At a high level of abstraction, these are the modelling language "compositions" that are needed 
for robot motion control: 

 Kinematic structures, with "attachment frames" 

 Composing kinematics with dynamics, at some identified attachment frames 

 Composing kinematics with shape, at other identified attachment frames 

 Composing kinematics with mechanical impedance properties of joints: inertia, friction, stiffness, play 
and position and velocity limits. 

 Composing the above with the physical properties of actuators (mostly electrical), such as energy 
efficiency, heating, maximum currents and torques, etc. 

 Composing any of the above with physical units 

 Composing any of the above with mathematical representations, e.g., 6D twist vectors, homogeneous 
transformation matrices, stiffness matrices, configuration-dependent friction functions, etc. 
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 Composing the mathematical representations with numerical representations, that is, types of integers 
and floats, structures of composite data models, etc. 

 Composing all of the above with the resource models for computation and communication: memory 
(different types of RAM: L1, L2, L3, NUMA,...), CPU (cores, nodes,...), busses, I/O 

Orthogonal to the mentioned "stack" of languages that model "resources", ESROCOS must realise 
a similar "stack" of languages to model "motion": 

Single robot motion: 

 move: robot’s instantaneous hybrid dynamics, hence only task and robot 

 moveGuarded (“act”): task, robot and proprio-sensing 

 moveTo (“actOn”): task, robot, and object and extero-sensing 

 moveConstrained (“actIn”): task, robot, object and world 

Multi-robot motion: 

 moveCoordinated: one motion specification sub-system provides all other motion sub-systems, online, 
with (i) individual motion specifications, and (ii) the events for the coordinated execution. 

 moveOrchestrated: all motion subsystems have already the motion specifications on-board, and only 
the coordination events must be communicated. 

 moveChoreographed: all subsystems generate coordination events themselves based on their sensor-
based observation of the other platforms; hence no communication is needed. 

Yet even more "orthogonal" to all of the mentioned modelling languages, the need of first putting 
efforts in "meta level" modelling languages makes a lot of sense. This is the area of languages 
such as UML2, but that one lacks some of the required semantic richness. One needs at least 
three complementary languages: 

 Language to represent languages: each language has Primitives, and Relationships that link the 
primitives in semantically meaningful ways; the properties of these Primitives and Relationships most 
often have several Constraints that must be formally modelled too (as special semantic cases of 
Relationships); and often these properties have Tolerances (which are special semantic cases of 
Constraints) on their specified values. 

 Language to represent structure: we suggest NPC4 as a starting point, to be streamlined by the 
project’s integration efforts with AADL and TASTE. 

 Language to represent (computational) behaviour: the project will create a formal language to model 
the computations needed in robot kinematics and dynamics, and in (simple) sensor-based robot 
motions. 

4.3.2. META-MODELLING TECHNIQUES 
The developments around formal modelling of kinematics and dynamic properties of robot 
systems, and around software libraries and tools to support the implementation of concrete 
robotics systems, are organised in the following way. 

 The first methodological approach to formal modelling adopts the "by composition" approach, 
because of the pragmatic scalability, verifiability and maintainability problems experienced in the last 
decade with the "by inheritance" approach. The result will hence be a large number of small and 
focused formal models, each with its own semantic verification tools, and code generation tools. 

 The second methodological approach is to separate "structure" from "behaviour" in a 
consistent way. More concretely, the structural models describe the interconnection of all the 
relevant components in robotics systems: power amplifiers, actuators, mechanical transmissions, 
mechanical joints, mechanical links, kinematic structures (including closed-chain sub-structures), tools, 
end effector and sensor attachments. 

 The behaviour of each of these sub-components is modelled separately, allowing various models with 
different objectives in level of abstraction and/or richness of the feature set. "Behaviour" is attached to 
"structure" via the above-mentioned "by composition" approach. 
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At this moment, KU Leuven has a beta version available for the structural modelling (named 
"NPC4" as shown by Figure 4-7), based on the semantic primitives of "nodes", "ports" and 
"connectors", and supporting the semantic relationships of "containment" and "connection". As a 
first task, the NPC4 approach will be applied to compose the semantic models of geometric 
frames with that of kinematic structures.  

 

Figure 4-7: Example of structural NPC4 modelling. 

The above-mentioned beta version however needs to be professionally consolidated, and 
extended with tooling support. Additionally integration with TASTE would be needed to be 
realised, to contribute to the project. The same structural modelling language NPC4 could be 
applied to add the following functionalities: 

 Semantic models (e.g. QUDT –www.qudt.org-) of the physical units to be attached to all physical 
(mechanical and electrical, in the first place) components in the robot.  

 Composition with various coordinate representations of the mentioned primitives, in the 
programming languages that are relevant to the project. It is envisaged that a pure C set of such 
coordinate representations will be sufficient. 

 Refactoring of existing libraries (KDL, etc.) to fit the higher modularity and formal verifiability 
realised by the previous steps. This refactoring will not only provide better maintainable and verifiable 
code, but also an order of magnitude more flexibility to generate code from formal models.  

 Adding full "hybrid dynamics" behaviour, in model as well as code library forms. That means that 
the (instantaneous) motion of robot systems can be specified via any combination of Cartesian and 
joint space inputs, resulting in any combination of outputs. All this satisfying the above-mentioned 
methodological objectives of "separation of structure and behaviour" and "extension by composition", 
and with formal verification on top. 

 Composition of the instantaneous robot motion specification with real-time control 
functionalities: feedback, feedforward but also "Model Predictive Control" for the types of motion 
trajectories that are relevant in the context of the project. 

 model-based instrumentation of the code generated for a particular robot system, such that the 
runtime state variables selected in the model will be logged, and be made available for any software 
tool that understands the semantic model; that model is added as "meta data" to the logs, in order to 
keep the full semantic verifiability all the way from development, to the runtime robot software, and to 
the online state visualisation and plotting tools. 

For all of the above modelling activities, implementations in C would have to be made available 
too.  

4.3.3. SUPPORT FOR MODULARITY DURING THE SOFTWARE DESIGN 
The modelling methodology followed within the activity is to choose for a strategy of (i) 
developing many small models with very focused scope, and (ii) a common meta modelling tool 
that focuses on just one thing too, namely the systematic composition of the appropriate 
selection of such small models into a particular application system, where the specific design 
trade-offs of the application are modelled separately. Here is an illustrative example of what this 
methodology is expected to deliver: 
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 the robotics hardware is divided into the following “stack'': power drives, actuators, mechanical 
transmissions, mechanical joints, kinematic chain, end effectors; 

 each of those is modelled in its own context, separating out the models of the primitives involved, the 
relationships between these primitives, the constraints that hold on the properties of the primitives and 
the relationships, the operations that make sense on all of the above, and the various mathematical 
representations that can be used to model all of the above in a formal way. Whenever relevant, also 
the choices of physical units are modelled separately. 

 The software functions and data structures that are needed in the computer control of the robots are 
then also implemented in small libraries that can be tested and reasoned upon extensively, and 
(hence) even certified by human specialists. 
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4.4. REAL TIME OPERATING SYSTEMS 
Robotic systems in orbits or on celestial bodies have strong requirements regarding system 
dependability. The system has to react correctly on various different scenarios, within a specific 
amount of time. Depending on ground control communication latency, the system might has to 
react completely autonomous. This requires a sufficient amount of computing performance in situ, 
which has to be available at a specific point in time. This, the required dependability and the cost 
as well as time pressure, which is leading to an extended demand in code-reuse, explains the 
necessity for RTOSs for robotic space missions [RD.42]. 

Strong real-time related requirements like task context switching or interrupt latency are obvious 
criteria to evaluate a RTOS. Nevertheless, other soft-requirements categories exist, which are 
also of importance. They include: 

 OS Source Code 

 Restrictions 

 Functionality 

 Performance 

 Handling 

 Reliability  

4.4.1. QUALITATIVE EVALUATION OF DIFFERENT RTOS 
Table 4-4displays a qualitative evaluation of various RTOSs, according to the sets of criteria. They 
are grouped into categories, as shown below. The different criteria reflect the long-term 
experience within DLR’s institute for Simulation and Software Technology with different RTOSs. It 
has to be noted that the importance factor may be tuned for different user requirements, 
resulting in a different outcome. 

The OS Source Code category is particularly relevant for open-source RTOSs. Being able to 
inspect the source code brings the advantage of improving the debugging process as well as 
being able to make modifications for unforeseen requirements. As space-related robotic 
applications always push the boundaries of what is required of the systems, being able to make 
modifications to the RTOS, is a useful quality. The remaining criteria then quantify the quality of 
the code itself. 

The Restrictions category deals with the political aspects of software, its license requirements 
and support. Due to the sensitive nature of robotic applications, these can play a significant role 
in the selection of the RTOS. 

The Functionality of a RTOS is a significant contributor to its usefulness. Robotic applications are 
complex and require support from the OS in dealing with it. As there is a broad range of criteria 
in this category, the importance factor is useful in focusing on the significant functions. These 
include integrated network functionality, distributed IO and reconfigurability. 

Handling looks at the soft requirements of a RTOS. This relates to how easy it is to understand 
the OS and to work with it. Since robotic applications require interfaces to the hardware, drivers 
have to be written and the OS ported to new hardware. From the software side, the API should be 
straight forward in use, which the OS exposes to the applications. 

Due to the rugged environment in which the robots operate, the Reliability category contains 
relevant criteria. The robustness of the applications depends on a stable base which is quantified 
by an inherently stable kernel, the support for redundancy as well as recovering from faults. 
Combined, they allow the system to continue functioning despite anomalous conditions. 

 

Very Good Good Satisfactory Poor Insufficient 

++ + O - -- 
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OS Source Code 
Possibility of porting the OS onto 
other platforms 

3 + + - + -- + + -- 

Extensibility 3 O + -- O -- O O -- 

Source available 2 ++ ++ + ++ -- -- ++ -- 

Quality and clarity of the source code 2 + - - -- n/a n/a O n/a 

Object oriented 1 - -- -- -- -- - -- -- 

Modularity 1 O + + + - + + - 

Size of the source code 1 O -- -- -- n/a n/a -- n/a 

Restrictions 

ITAR- free 3 + + + + n/a n/a + -- 

Licence requirements 2 ++ ++ -- ++ -- -- + -- 

Costs / freely available 2 ++ ++ - ++ -- - ++ -- 

Long-term support 2 ++ + ++ + O O + O 

Scope of the Functionality 
Inter-task communication beyond 
node borders 3 - ++ ++ ++ O ++ ++ ++ 

Support for distributed systems 3 - ++ ++ ++ O ++ ++ ++ 

Support for distributed IO  3 - ++ ++ ++ - ++ - - 
Support for task distribution and 
reconfiguration 

3 O O O O + O O O 

Real time 2 ++ ++ + + + ++ ++ + 

Network functionality 2 O ++ ++ ++ n/a ++ ++ ++ 

Dynamic loading of applications 2 -- ++ ++ ++ + ++ ++ -- 

MMU support / protection 2 - ++ ++ ++ + ++ ++ ++ 

IP stack 1 + ++ ++ ++ n/a ++ ++ ++ 

Atomicity on a multi-core system 1 O ++ ++ ++ -- ++ -- + 

Performance 

Short boot time 3 ++ - - - + + + ++ 

Small memory footprint 2 ++ O O O O + + ++ 
Capability to run performance 
measurements 

2 O + + + + ++ ++ ++ 

Capability of assigning time budgets 2 O -- -- -- + ++ ++ -- 
Input/output-driver not integrated in 
the kernel 1 O -- -- -- O ++ ++ ++ 

Re-entrant kernel 1 + -- -- -- -- -- -- -- 

Handling 

Low complexity 2 + -- -- -- O - - - 

Simple API (portable) 2 + O O O - O O O 

Driver model (IO-Abstractions) 2 + + + + -- ++ ++ ++ 

Effort to create FPGA interface 2 -- -- -- -- -- -- -- -- 
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Supported platforms 2 ++ ++ ++ ++ O ++ ++ ++ 

Reliability 

High stability kernel 3 ++ ++ ++ ++ ++ ++ ++ ++ 
Kernel’s robustness against hardware 
faults 

2 -- -- -- -- -- + - + 

Execution of applications in an N-
times redundancy 2 + O O O ++ - + - 

Support for fast recovery 2 + -- -- -- O + -- -- 
Support for time and space 
partitioning (IMA & Arinc 653) (VM) 1 O O O O ++ + O + 

Table 4-4: RTOS Comparison 

4.4.2. CONCLUSION 
In order to arrive at a conclusion, the criteria are scored according to their importance and their 
grade. They are then tallied up for each category. The table below summaries the results with the 
overall score, listed at the bottom.  
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OS Source Code 8 5 -12 0 -19 -1 4 -19 

Restrictions 15 13 1 13 -8 -6 11 -14 

Scope of the Functionality -10 38 36 36 4 38 25 18 

Performance 11 -9 -9 -9 5 13 13 10 

Handling 6 -2 -2 -2 -10 2 2 2 

Reliability 6 -2 -2 -2 8 9 2 3 

Total 36 43 12 36 -20 55 57 0 

Table 4-5: Accumulated RTOS Results 

As can be seen in the table above, the RTOS with the highest score is RTEMS. It is the only RTOS 
which could score above zero in all categories, making it a very good all-rounder. The only 
category in which it is lagging behind is Scope of Functionality. But RTEMS is constantly 
gaining in popularity, increasing the active functionality contributors of this open-source project. 

QNX scored second, 2 points behind RTEMS, due to its strength in functionality, performance and 
reliability. But the restrictions with the commercial license and the difficulties with the export 
control disqualify it.   

Xenomai Linux comes in third, mainly due to the inherent performance penalties of Linux. It 
offers real-time performance by intercepting interrupts for real-time threads before they are 
forwarded into the Linux kernel. 
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Additional quantitative assessments of RTOSs have been conducted in literature. Zou et al. 
[RD.43] evaluated the robustness of Ucos2.62, Vxworks5.4 and RTEMS4.10. Their results show 
RTEMS being the most robust operating system and Vxworks the least. Additionally, Nicodemos et 
al.[RD.42] showed that RTEMS offers with average 130-160 microseconds for context switch and 
maximum 14 microseconds interrupt latency, a good reaction time on a ERC32 processor single-
chip. 

Based on the accumulated results in the different categories in Table 4-5 and the quantitative 
evaluations of research colleagues, the decision to select RTEMS as RTOS within the project is 
clear. RTEMS did reach the highest overall score, and it is the only RTOS in the list which scored a 
result above zero in each category. This means that it provides an acceptable coverage for all 
evaluated requirement categories. 

4.4.3. OUTLOOK ON FUTURE DEVELOPMENTS 
RTEMS best meets the requirements set forth by the robotic applications. Going forward however, 
there still is room for improvement. Areas that can benefit include improving the clarity of the 
source code, a standardized FPGA interface, and the system’s robustness against hardware faults 
during runtime. 

Interfacing with the FPGA from the OS requires implementing it from scratch for each new 
project. This has the drawback that mistakes are repeated and effort duplicated to achieve the 
same result. In addition, simple communication methods are chosen such as reading and writing 
to the same memory location. This often leads to system instability and memory corruptions 
unless significant effort is invested into debugging and legacy implementations reused to leverage 
their maturity. 

Robustness against hardware faults is a requirement unique to systems operating in rugged 
environments. Therefore, with the exception of a few RTOSs, it was not a concern when designing 
their architectures. Robustness generally incurs performance penalties, which have a higher 
priority in consumer applications. Therefore, this tolerance often has to be implemented by the 
middleware or the applications themselves. However, given that the OS is closer to the hardware 
fault than the layers above it, it is able to detect it earlier, thereby being able to better isolate the 
fault. This limits the scale of impact a fault has on the entire system. 

4.5. TIME AND SPACE PARTITIONING 
 

Resolving the challenges associated with the adoption of multi-core CPUs in safety critical 
systems can be a daunting task.  A solution is Time and Space Partitioning (TSP) also known 
as Integrated Modular Avionics (IMA), where real-time applications are isolated from each 
other in terms of time and space.  

IMA enables multiple unrelated applications, with different criticalities, to share the same 
computing platform without interference by applying robust partitioning. Modular architectures 
provide a shared resource pool, composed of processing, power, communications, and I/O 
modules, that is partitioned among multiple functions. The partitioning keeps applications from 
inadvertently influencing each other by enforcing strict separation segregating computing 
resources in space and time. TSP is accomplished by defining application memory areas with 
strict access rights and running those applications according to a static cyclic schedule, ensuring 
that only one application/functionality can execute at a time and for a predefined amount of time. 
The IMA concept allows applications to have their software life cycle developed independently 
from the remaining system. Validation and certification processes can be applied to partitions 
according to their criticality level.  

Figure 4-8 illustrates the two-level scheduling policy implemented by modular architectures. The 
processor time is distributed among partitions (Partition Schedule), in a static and fixed schedule, 
while processes are allowed a less strict scheduling (Processes Schedule). The concept is 
successfully applied in the aeronautical industry (e.g. Boeing 787, Airbus 380), hence to be 
named Integrated Modular Avionics (IMA) [IMA.1] [IMA.2].  
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Figure 4-8: Partition Schedule in Modular architectures. 

More recently, in the aerospace domain, IMA is being studied by the European Space industry in 
the scope of several activities. The groundwork has been done in the AIR and AIR II studies and 
the AMOBA project, promoted by GMV. These projects focused on the technical feasibility of 
partitioning on space-typical hardware, namely the LEON2 and LEON3 processor. With IMA for 
Space [IMA.3] [IMA.4], the state-of-the-art of IMA in aviation and other industries was 
successfully transferred to the space domain.  

AIR follows a two-level architecture; the lower level is composed by a software hypervisor that 
segregates computing resources between partitions. A second level, the application level, is 
composed by system’s or user’s applications, running in an isolated environment (a partition). A 
partition is the basic unit to which the segregated resources are allocated. The hypervisor, named 
partition management kernel (PMK), is responsible for the robust isolation of the applications and 
for implementing the static CPU allocation schedule. 

At the application level, each partition can run a different para-virtualized partition operating 
system or no operating system at all, acting, therefore, just as a bare executive. Currently 
several real-time operating systems are supported (RTEMS, ARINC 653, and Bare C-executive). 
To deal with Input/Output, AIR provides a configurable out-of-the-box I/O server, an I/O 
partition. This dedicated partition maps ports to addresses in the data bus or network, making 
I/O transparent for the applications. The I/O partition already provides drivers for: Ethernet with 
Deterministic IP-Stack (GRETH), MIL-STD-1553, Space-Wire (GRSPW, GRSPW2) and RS-232 
(APBUART). 

In terms of multi-core, AIR is currently multi-core aware, supporting the NGMP processor 
[IMA.5]. AIR provides a supervised AMP mapping, extending the IMA partition schedule to 
support more than one core simultaneously. This solution encompasses a cyclic schedule per core 
with the possibility of defining multiple module schedules. Schedules support idle execution 
windows. As a result, bus contention can be removed for critical applications with small impact on 
overall performance. In this allocation schema, the partitions don’t need to be multi-core aware 
as they execute only in a single core at a given moment. However, more than one partition is 
executed simultaneously according to the developer-defined schedule. In addition, it is possible to 
allocate more than one processor core to a given partition. 

Figure 4-9 depicts an example of scheduling multi-core capabilities. In it, we can see a partition 
schedule per core with single (P4) and multicore partitions (P1, P2 and P5) and idle execution 
slots to minimize the interference to Partitions 3 and 5. 
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Figure 4-9: AIR multi-core example schedule 

The figure can illustrates the mixed criticality capabilities of AIR, assuming P5 and P3 partitions as 
critical applications, where through the presented configured schedule it is ensured their 
execution has no type interference in time and memory during their execution. 

Under the ESROCOS context, the AIR hypervisor would become an enabler for these abilities: 

 Transfer of the component/model base realization to target implementation through 
the association of components to different partitions. Therefore critical components with hard-
real time requirements would be in specific partitions running on a space-qualified RTOS, 
where they run together with other less critical functionality on a second partition (allowing to 
offer the sand-box approach where the hypervisor can reboot the second partition in case of 
failure). The respective partition schedule would then allocate the appropriate resources in 
terms of time, exclusivity and processor cores to facilitate the real time tasks targets. 

 Support of the robotics component life-cycle. IMA further enables this life-cycle with the 
definition of multiple module schedules (MMS), where it activates the partition (components) 
relevant of a given life-cycle state and optimize the time/core/memory resources for the 
active partitions.  

 FDIR functionality as AIR also includes a configurable health monitor. 

The TASTE toolset already includes some level of integration to the IMA approach allowing 
modelling the deployment of designed software. We foresee to upgrade the support of multi-core 
configurations by specifying the association of processor core to partitions. The remainder of 
mixed-criticality related activities will then incise on the improvement of AIR to support the best 
hardware applicable to ESROCOS; namely, the support to the selected hardware architectures 
(e.g.: Linux and RTEMS) and the avionics bus drivers (e.g. CAN and Ethernet buses). 
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4.6. AVIONICS COMMUNICATION PROTOCOLS AND PUS SERVICES 
Space applications use the PUS standard [RD.22] [RD.21] to capture and command the status 
and health of the on-board units. The ESROCOS Consortium will investigate further the most 
suitable PUS services for the RCOS needs. In a preliminary screening we have identified a set of 
data handling capabilities allowing to send telecommands and to receive telemetry such as: 

 Telecommand verification service: PUS Service 1. 

 HouseKeeping: PUS Service 3. 

 Function management service (for mission specific functions): PUS Service 8  

 Monitoring and reporting: Event reporting (PUS Service 5), on-board monitoring (PUS Service 12) and 
event-action (PUS Service 19). 

There are also several PUS services used for file management, although there is no a clear 
selection for being used commonly as standard already. There are several options as described 
hereafter: 

 PUS (144) File Management Service, this is a standard inspired service for File management, it is 
incomplete in its file operations. 

 Other PUS oriented solution is to use several of the PUS services with minor adaptations to allow the 
use of files, using together PUS (8) Function management service and PUS (13) Large data transfer 
service. It does not provide a unified and clear interface for file management. 

 PUS (23) File management for the new ECSS standard (ECSS-E-ST-70-41C draft1). Although the final 
version of the standard is not published, a specific service has been introduced for File Management, it 
is proposed to use this service for the activity, and additional operations could be included if needed. 

Table 4-6: ECSS File management service PUS (23). 

Message Name 

TC[23,1]  Create a file  

TC[23,2]  Delete a file  

TC[23,3]  Report the attributes of a file  

TM[23,4] File attribute report 

TC[23,9] Create a directory 

TC[23,10] Delete a directory 

TC[23,11] Rename a directory 
 

The PUS File Management services required the existence of a filesystem within the RCOS target 
to be able to provide seamless transitioning from laboratory (Linux) to space quality level 
(RTEMS). Traditionally, the use of a filesystem in embedded software or critical software has been 
avoided due to intrinsic constraint of these software, as limited hardware resources or avoiding of 
use of complex software elements. Although Linux systems already include several file 
management systems the RTEMS operating systems provides a separated support for file 
systems. Some of the available solutions are IMFS (In Memory File System), MiniIMFS (Minimal 
In Memory File System), JFFS2 (Journaling Flash File System, Version 2), TFTP (Trivial File 
Transfer Protocol File System), FTP (File Transfer Protocol File System), NFS (Network File 
System), FAT or MSDOS File System using the Block Device API. 

The IMFS and MiniIMFS are the file systems with the small footprint and hence they are 
considered as primary candidates within the ESROCOS solution. 
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4.7. TECHNIQUES FOR FAULT DETECTION, ISOLATION AND 
RECOVERY  

Figure 4-10 shows the position of FDIR in the context of the global Fault Protection scope. In 
general, the main aim is to design and operate the spacecraft carefully, targeting the branch of 
Fault Avoidance. Nevertheless, not all faults and their impact can be pre-determined. Therefore, 
what is required for the system to be fault tolerant? Fault Masking is one option to increase the 
Fault Tolerance of the spacecraft, which can be done via time and/or space. Space can be an 
active redundancy in HW and time an analytical approach like EDAC (Error Detection and 
Correction) or a simple refresh. In general, Fault Masking is an automatic process, which is 
planned during the design phase but not actively regulated by the system while run-time. 
Whereas FDIR, as the second sub-branch, are active means to react on system anomalies within 
predetermined boundaries. It is split up into three components, based on mainly where the task 
operates. Ground-based FDIR reacts on arriving telemetry and the absence of expected 
communication. It secures the system through precise planning of the mission time line. The 
Flight HW and SW FDIR surveillances the state of the space segment in-situ, to detect, identify, 
isolate and recover from faults. The growing computing performance of the space segment allows 
a shift from Ground-based to Flight FDIR. This is a key-enabler for autonomy, which is of great 
importance for robotic systems. Additionally, it reduces the overall Safe Mode time of the 
spacecraft, in which it cannot conduct its intended tasks.  

 

Figure 4-10: Global Fault Protection Scope 

 

Understanding the subsequently elaborated FDIR methods requires a definition of fault and its 
relationship to failure as well as to error [RD.47]. 

 A fault is defined as an off-nominal physical condition, which is… 

 the identified or hypothesized cause of an error, which… 

 may lead to a loss of service i.e., failure. 

Therefore, an error represents an undesired system state, being the result of a fault. And the 
failure as the inability to offer a certain functionality due to the erroneous state. 

Fault Detection, Isolation and Recovery is a set of functionalities at the space as well as ground 
segment of the spacecraft. These functionalities can be clustered into three main tasks [RD.46]: 

 Fault detection is the capability to determine a fault in a system at a specific time; 

 Fault isolation aims to determine the location (also system distribution), the severity, the 
type, the time-varying behaviour and the expected effects on the system; 

 The recovery of a fault is an applied means, to compensate the expected negative effects 
on the system, caused by the detected and isolated fault; 
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4.7.1. CURRENT FDIR IN THE SPACE DOMAIN 
Currently, the basis for most FDIR subsystems on spacecraft is the specific knowledge and 
experience of the FDIR designers and requirement and specification documents. To create a 
better overview and format in addition to determining the coverage regarding the requirements 
and specification documents, analysis methods like Fault Tree Analysis (FTA) or Failure Mode, 
Effects and Criticality Analysis (FMECA) are used. This allows the designers to develop means for 
potential faults, to make them detectable, diagnosable and resolvable. Traditional means for that 
are based on threshold values, logical conjunctions and the application of internal check pointing 
surveillance. Analytical methods are also applied, like voting mechanism or estimation techniques 
(e.g. Kalman filters), to detect off-normal behaviour. A lot of the detection and subsequent 
recovery means are based on redundancy in space and/or in time. Recovery means are often 
based on hard-coded solutions or the execution of script-like mission-specific on-board control 
procedures (OBCPs), being a list of concatenated PUS commands. Most likely, a Safe Mode event 
will lead to an additional entry in this list of OBCPs, providing exception handling in case the 
system suffers the fault again. Such OBCPs are getting more and more important, especially for 
space vehicles which require a certain level of autonomy. And which do not have a stable or at 
least frequent connection to ground control, elsewise allowing them to operate the vehicle with 
flight control procedures and the mission time line [RD.46] [RD.51]. 

Hierarchical FDIR in Space Domain 

In space domain, FDIR is mostly hierarchical arranged. The severity of failures is mirrored in the 
hierarchy. Failures are handled on the layer at which they are detected, unless the conducted 
recovery means would hinder a subsequent recovery in a higher layer. If this is the case, the 
failure has to be escalated immediately to a higher layer, also being able to jump over 
intermediate layers. Most critical failures end up in the final layer, triggering a Safe Mode, which 
leaves the ground personnel in charge. The concrete capabilities and threshold values for the 
transition from one layer to another are mission- as well as company-specific. Table 4-7shows a 
generic example FDIR hierarchy [RD.44] [RD.45]. 

 
Layer Scope Cause Recovery Responsible 

Level 4 Ground Control 
Major overall system 

failures, all lower recovery 
means failed 

Transition of system in a 
safe state, waiting for 
ground to resolve the 

failure 

Ground 

Level 3 
System Control 

Software Loss of FDIR related units 
Reconfiguration of entire 

system focusing redundant 
units and retry 

On-board, 
but informs 

Ground 

Level 2 
System 

Reconfiguration 
Important HW alarms or the 

loss of a subsystem 

Reconfiguration of entire 
system, focusing on 

redundant units and retry 

On-board, 
but informs 

Ground 

Level 1 
Subsystem 
Software 

Unit failure with subsystem 
functionality degradation 

Switch to redundant unit or 
conduct retry 

On-board, 
but informs 

Ground 

Level 0 Unit Internal 
Minor local and mostly 

transient faults, i.e. 
ionisation bit-flip 

Immediate local handling, 
often via HW solutions, i.e. 
EDAC, CRC, voters etc. or 

via retry 

On-board, 
but informs 

Ground 

Table 4-7: Generic Hierarchical FDIR 

Safe Mode 

The Safe Mode represents the final FDIR system state of the spacecraft. There can be multiple 
Safe Mode configurations, each triggered by different system anomalies. To recover from such a 
state, human interactions via commanding from ground, is required. Within Safe Mode, the space 
segment is automatically configured to enable a long survival of the satellite without human 
intervention. Therefore, the space segments tries to orient and position itself into a thermally and 
energetically safe state. Additionally, payload subsystems are switched off and only survival and 
communication relevant subsystems powered on, which makes it an undesired system state. In 
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case of a mission critical phase, like the landing manoeuvre of Schiaparelli at Mars, the Safe Mode 
is switched off [RD.44].  

4.7.2. ACTIVELY USED TOOLS AND TECHNIQUES IN FDIR 
 Fault Tree Analysis (FTA) is used for the design of the FDIR system and is therefore a 

preceding and enabling tool. FTA aims to determine the probability of the system being in 
specific error states which lead to a functional failure. The root of the FT is an error state 
and the leaves are system input values which have to be correlated to a specific 
probability of being faulty. Between the root and the leaves, other intermediate states 
reside, which are interconnected via the Boolean operators AND as well as OR. This allows 
the description and calculation of the overall probability, or of branches, via a formal 
notation. Advantageous of FT is that they can easily be mapped to the hierarchical FDIR 
scheme, but the determination of the fault probabilities is rather difficult. There exist 
many further developments of FTs, for example with state machines [RD.49]. 

 Fault Propagation Graphs (FPGs) are closely related to FTA. Nevertheless, their focus 
does not only reside on the probability and the interconnection of events/states, but also 
on the fault propagation within the system. The system representation is often in a 
component-based view, but also data-(flow)-based, hybrid-based, etc. views are possible. 
These FPGs can also include time as a dimension, to determine the propagation velocity 
of a hazard [RD.50].  

 Failure Modes and Effect Criticality Analysis (FMECA) is based on the structure of 
the system and requires a decomposition of it into subsystems, components and units. 
One is free to select the granularity, but the resulting individual components have to be 
set into context with potential faults (failure modes). This correlation has to be assessed 
and the results determined for the component as well as higher layers. The result of this 
investigation is used to implement counter-measures either at the Ground or at the Flight 
FDIR [RD.52].  

 Triple Modular Redundancy (TMR,Voters) are used on one side for the detection of a 
fault, but they are also able to resolve it, in the case where only one redundant 
component has failed. They are most likely used on the Flight FDIR and are included in 
the implementation part of the FDIR. Voters can be implemented in space and time. 
Implemented in space allows for a fast reaction time, but is often very costly. 
Additionally, redundancy in space is only diagnosing the actions which have been 
conducted within the redundant component, a flawed input value for all three components 
cannot be detected through this mean. Alternatively, redundancy in time can be used, by 
calculating, i.e. three times, always based on a new sensor value. If one calculation was 
flawed or one sensor value was faulty, the FDIR system will find out. But this is time 
intense and has to be within the expected execution time. 

 Kalman filters are often used for sensors with a threat of significant noise, but also for 
calculations based on sensor data (especially of multiple sensors). For example, they are 
important for the tip trajectory optimization of robotic manipulators or the guidance, 
navigation and control of spacecraft. This filter estimates the next value of a variable 
through a precalculation, based on the previous value. This precalculation can be done 
with an underlying dynamic system describing a mathematical function. Additionally, a 
known amount of uncertainty has to be added to the resulting value, which, in addition, 
also has to be known and which most likely depends on the current system dynamic. The 
subsequent actual measurement is then used to update the estimated value, also under 
consideration of the potential noise amplitude of the sensor or the fused sensors result. 

 On-Board Control Procedures (OBCPs) are used for exception handling, which is 
triggered by pre-determined undesired events. They can be seen as a list of concrete 
counter-measures for specific and unspecific situations. The list can be updated during 
mission-runtime and represents a collection of PUS or low-level device command 
sequences. This technique is the most common way to conduct recovery and improve the 
autonomy of current spacecraft [RD.51].   
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4.7.3. INNOVATIVE FDIR CONCEPTS 
The most eager approaches nowadays can be found in the area of artificial intelligence. 
Developments regarding these concepts gain more interest, driven by the need for high 
autonomy, especially within robotic applications. Nevertheless, almost all developed concepts in 
that area have never been integrated into a real spacecraft mission. And only a few of them have 
been tested in hardware-in-the-loop tests in a representative environment. The subsequently 
listed techniques are not all related to the field of artificial intelligence, but they represent a 
meaningful set of innovative concepts which are under development. 

 An Artificial Neural Network (ANN) approximates a system through the usage of 
various layers which have a certain amount of biased nodes. Biases are weights which are 
normalized values between 0 and 1, being tuned during the training phase of the 
algorithm. At each layer of the network, specific calculations take place, depending on the 
physical system underneath and the connected problem-solution algorithm. At the final 
layer, the output layer, a positive verdict is made, which depends on whether the 
weighted interconnected path through the layers of the input ends at a success node. This 
can be used for multiple FDIR applications, to derive the stability of the system. But it is 
very computation expensive, especially when it is applied to high resolution sensor data, 
like panorama cameras. A specific subgroup of ANN is also in consideration by scientists, 
which are Self-Organizing Maps (SOM). These are used to reduce the input dimensions 
usually to a two-dimensional output, which is reducing the subsequent processing effort 
required to derive a system state verdict [RD.51].    

 Model-based Diagnosis (MBD) uses algorithms which can perform diagnostic tasks on 
complex systems without human intervention. Within MBD, the emphasis resides on 
general diagnostic reasoning engines, conducting an online diagnosis via reasoning and 
inference of the system state, by combining local models of the different components. 
Based on the knowledge of the intended data-flow, the components behaviour as well as 
measured input and output values, a malfunction can be determined. In case the 
subsequent localization is not yet possible with the set of available data, the MBD is 
capable of gathering further information to identify the faulty component. The MBD can 
be used to host different client algorithms, used within the reasoning engine. MBD is 
closely related to analytical redundancy relation and model-based FDIR. Nevertheless, the 
main idea is to concentrate on the identification of off-nominal system states, but also on-
board counter-measures can be implemented to increase the autonomy [RD.53].         

 Integrated Vehicle Health Management (IVHM) determines the current state of the 
system/vehicle and derives a verdict regarding its future performance. Based on this 
verdict, counter-measures can be conducted to maintain safety or performance. FDIR 
focuses on dependability of a system and is included in IVHM. IVHM enriches the system 
dependability by additionally trying to maintain the system performance. This is done by 
the determination of the current system health status and a subsequent prediction of the 
health status at a specific point in time in the future, to react in advance through 
maintenance, reconfigurations or other means. The IVHM has to be designed from a client 
perspective, covering the components which are of importance to the user for the system 
to be effective. IVHM has its origin within the aviation industry, designed to improve the 
airplane maintenance[RD.48]. 
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5.  SUMMARY 
In this technology review document, different approaches, software products and techniques in 
the following areas  have been reviewed: 

 Robotics middlewares  

 Component assembling systems 

 Algorithmic modelling techniques 

 Verification techniques 

 Avionic communication protocols 

 Possible robot command sources for flight missions 

 Techniques for FDIR. 

In this section we want to summarize the key results of the review and derive suggestions for decision 
making or design choices for the further development in the ESROCOS project from these results. 

Use (and extend) TASTE framework as the core of our ESROCOS middleware 

The TASTE framework, developed by ESA during the last years, is a Model-Driven approach 
oriented to the development of safety-critical software in space applications, and allows code 
generation for both Linux and space platforms (SPARC+RTEMS). As explained in Section 4, TASTE 
is an open source framework that allows the development of embedded, real-time systems, uses 
standardized modelling languages (e.g., ASN.1 and AADL), and provides code generation features 
that can be used to generate the suitable skeletons as well as glue source code. The current 
TASTE capabilities can be extended to cover most of the ESROCOS requirements. By using TASTE 
we would benefit from an existing platform, and the resulting synergies of the ongoing work on it. 
We have identified some extensions to the current TASTE framework, some are under 
development in the frame of other projects, meanwhile others (like e.g. driver support for 
EtherCAT, PUS Services) will be developed in the frame of ESROCOS   

Inherit the Rock-based components design philosophy 

The review of existing Robotic middleware’s and frameworks revealed that none of the existing 
middlewares can be applied to space applications. The review also showed that one major design 
advantage of providing a formal description of its interfaces. This is a key advantage over implicit 
interfaces, since it allow composition of modules by an external tool. ROCK and GENOM where the 
only two middleware’s, both have a high score in this category. Further ROCK is the only RCOS, 
which scored in each comparison category. This leads us to the design suggestion, to inherit from 
the component design philosophy used in Rock. 

 

Figure 5-1: Rock components life-cycle. 

More specifically, we suggest the component model to provide the following attributes:  

 Input and output ports. They are used to transfer data between components. In fact there is an 
existing mapping between the Rock (Orocos) elements and TASTE developed in SARGON [RD.32] 

 The configuration interface contains a set of typed properties that can be used to configure the 
component using based type information. 

 Component life-cycle. It reflects the transitions of states a component can go through (see Figure 
4-8). These states are inoperative states for configuration or stopped components, runtime, and error 
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states. It is important to mention that different modes of behaviour of an algorithm should not be 
expressed through different runtime states, but through different components. The rationale behind 
this is that a single component should only have a single well-defined operative mode, and not switch 
its behaviour in different runtime-modes. A component should only be influenced by its runtime 
configuration and never change the behaviour of another component. If a change in the functionality 
of the whole system is needed, explicit reconfiguration of the whole network should be done on a 
higher level. 

Extension of the Correct-by-Construction Techniques to Timed automata 

As elaborated in Section 4.2.5, Timed automata models overcome the traditional separation 
between safety and timing specifications as well as analyses, and this separation is unwanted for 
robotics software. Timed automata with tasks and urgencies provide the best accuracy for 
ensuring the RAMS requirements. Nevertheless, to the best of our knowledge, such automata 
models have never yet been leveraged neither to robotics-specific nor to general-purpose model-
based software development environments. Therefore, we suggest introducing the support of 
these models in TASTE and its robotics components developed in this project. As our approach 
extends the traditional schedulability analysis tools – such as Cheddar, these models should be 
introduced at least at the level of the Concurrency View and use AADL language. We suggest to 
reuse the current BIP prototype of task automata with urgencies as well as to work on its 
evolution from “university lab” too towards more maturely engineered one which will better 
satisfy the needs of the space robotic domain and other related embedded system domains. Also 
the development of proper interfaces and supplementary tools to achieve integration of TASTE 
and BIP is suggested. 

In this context, particular attention should be paid for taking into consideration of the IMA 
approach for resource allocation and scheduling. Proper BIP modelling and verification should be 
investigated for the case of scheduling with time partitioning and space separation. 
Interoperability of the BIP tools and the hypervisor will be ensured. 

Update the TASTE2Bip design flow 

Also referring to Section 4.2.5 and in particular to Figure 4-4, we propose to upgrade both 
branches of the design flow as well as the BIP RTE tools for the extensions of the Correct-by-
Construction Techniques and for compatibility with the other parts of the ESROCOS design flow. 
In particular, the scheduling branch of the design flow should be integrated with the TASTE AADL-
oriented schedulability optimizers – such as Cheddar. In particular, it will be required to introduce 
support for precedence constraints and other generalized task release models that will be 
identified useful for robotics applications and programmed in BIP language. Equally, doing 
research and prototype implementation of integration of BIP RTE on one side and the runtime(s) 
of TASTE and/or Orocos on the other side, as well as of the respective code generation 
frameworks is suggested. 

For RAMS requirements, particular attention should be paid to the formal verification tools. The 
BIP RTE provides possibility for simulation, which opens the possibility for verification by 
exhaustive simulation. We also suggest extending the Timed D-Finder tool (a part of BIP 
framework) for the automata with urgencies and/or tasks as well as applying compositional and 
incremental verification methods implemented in this tool. 

Towards heterogeneous distributed systems 

Modern robotic systems are becoming more and more complex either in mechanical, electronic or 
software domain. Regarding electronic and software domain this complexity mainly arises from 
the composition of different, heterogeneous processing devices and their interconnections. 

How this heterogeneity in hardware can be transformed to homogeneity in the software domain 
has gained much attention in research - but mostly outside of the robotics community. As robotic 
systems are also distributed, heterogeneous, embedded systems the development of robot 
control systems will benefit from these research efforts. Thus we suggest that an RCOS should in 
support development of heterogeneous distributed systems in a very natural way. 

In the space sector, robots underlie hardware constraints, as only special hardware could be used 
in flight missions. Existing RCOS don’t provide support for these hardware architectures. A RCOS 
developed within the scope of space application of cause must support such target architectures. 
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For practical reasons still it’s a good idea to support standard architectures as well. These are 
much more powerful and development is easier. For Experimenting with algorithms and make 
proof-of-concept experiments (proof-of-concept from an algorithmic perspective) productivity 
within a laboratory system with standard hardware would probably be higher. 

We identify three practical deployment cases for robotic controllers developed in an RCOS: 

 Laboratory level: Used for experimenting with algorithms to test and enhance robot capabilities. 
Deployment targets would be standard x86 targets running a Linux system, as it is mostly used in 
robotics research. 

 High-reliability: The robot controllers are evaluated with regard to reliability characteristics such as 
real-time performance. Here the deployment target would be standard hardware running a real-time 
operating system. 

 Space application: Here the software must run on hardware that could be used in space missions. 

We suggest, that an RCOS for the space sector should support at least the mentioned deployment targets. 

Towards semantically verifiable systems 

Our review of current robotics middlewares revealed, that all of the mentioned efforts support 
distribution of software over different communication processes, but provide no help in making 
complex and verifiable “single-threaded” algorithms or solvers. No explicit, let alone formal, 
modelling and tooling is available to manage local memory, and share it safely between threads 
or processes.  

While for software modelled in TASTE, real-time execution behaviour is ensured to be correct-by-
construction it has to be noted, that this correctness guarantee does not extend to the semantic 
and logical correctness of the system, and that guaranteed scheduling based on Worst Case 
Execution Time only leaves open quite a number of relevant robotics use cases, especially the 
ones requirement “higher level” reasoning, whose execution times and memory requirements 
must typically be configured, monitored and supervised at runtime. 

We suggest extending the correct-by-construction techniques of the TASTE framework to the area 
of discrete robot applications by incorporating BIP into TASTE. Further, algorithmic modelling 
should be approached in a general way. A meta-modelling framework should allow the 
specification of semantic entities, computational behaviour and domain-specific languages 
allowing to work with the entities. As a reference implementation of a DSL designed after this 
approach, potential candidates are robotics motion and task control, at least as far as their 
algorithmic semantics and performance are concerned. 

Choice of Real-Time target systems 

Our review on Real-Time Operating Systems (RTOS) showed that RTEMS is currently the best 
choice as a target system. While QNX scored higher in our comparison metrics, two criteria that 
might disqualify it as a valid option are its ITAR status and cost. If these concerns are addressed, 
it offers itself as a first grade choice, with particular strong points regarding its functionality, 
performance and reliability. RTEMS has a more limited functionality but is also affected by ITAR 
restrictions, but the decision to select RTEMS as RTOS within the project is clear: It is the only 
RTOS in the list which scored a positive result in every category. This means that it provides an 
acceptable coverage for all evaluated requirements categories. 

FDIR issues and recommendations 

The necessity for a sophisticated FDIR subsystem grows with specific mission requirements, 
especially in robotic missions. LEO missions with a performant and frequent link between the 
ground to space segment require less FDIR autonomy than deep space probes. Nonetheless, 
mission phases have a severe impact on the demands made to FDIR capability of subsystem. As, 
i.e., a planetary landing phase requires an enormous amount of autonomy of the system. 

Based on the review of techniques for fault detection, isolation and recovery we derive the 
following suggestions: 

 Fault isolation is often not considered. To do this correctly, a fault propagation graph with 
fault occurrence probabilities, a good fault propagation graph to system mapping and 
fault detectors (agents) in the system are required. This is very difficult to do, especially 
when focusing on sufficient fault coverage and the desire for high fault cardinality.  
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 Model-based Diagnosis and Model-based FDIR are not yet sophisticated enough, but 
represent a promising candidate for more advanced FDIR methods in the future. It would 
allow for a verification of the FDIR system before a single line of code of the OBSW is 
written. 

 Often, various threshold values are used to detect faults in different components of the 
system, allowing also a determination of the fault dispersion. But, the more sensitive the 
thresholds are, the more error-prone the fault detection will be. False alarms can lead to 
a safe mode, reducing the overall usable mission time of the spacecraft. 

 Especially within OOS missions, the robot is required to be integrated in the overall FDIR 
of the spacecraft. This prevents dangerous situations in case the satellite as well as the 
robotic system reacts on an unforeseen negative event. Therefore, the FDIR has to cope 
with robotic as well as classic satellite RAMS requirements. 

 FTA, FPG, FMECA are all means which are highly depending on the experience of the 
designer and lack proper means to verify a sufficient coverage or even correctness. The 
verification of the FDIR system should be more focused. 

Use of the Time and Space Partitioning 

As explained in Section 4.5 the challenges associated with the adoption of future multi-core 
CPUs in safety critical systems can be a daunting task. The solution provided by Time and 
Space Partitioning (TSP) that is also known as Integrated Modular Avionics (IMA), isolates 
applications that have different criticality in terms of time and space, so that highly critical 
software can be running in a “separate box” (aka partition) and not being affected by possible 
failures of other less critical software, that is running in a different partition 

Multicore processors are paving their way into the world of embedded system, following the trend 
on offering new solutions providing additional processing power through the host of multiple and 
parallel processor cores. In embedded systems, there is also the increased need to cope with 
mixed criticality and hard real time requirements, especially in the aerospace, avionics, nuclear 
and automotive domain. The latest versions of SPARC LEON processor are multicore, also HRT 
requirements have been exploited using RTOS like RTEMS. The IMA/TSP paradigm supports both 
HRT and multicore joining also mixed criticality requirements. TASTE presents as tool-chain 
currently deployment RTEMS RT embedded systems, and its evolving toolchain shall also follow 
the HRT/multicore/mixed criticality trend.  
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